This paper describes the feasibility of enhancing existing biometrics technology with a spectroscopic method in order to prevent spoofing. It goes beyond the simple approach of an aliveness detection technique and proposes the implementation of verification of a person' s unique'spectral signatures'or 'factors'in addition to currently employed methodologies in a multi -factor manner to reduce the likelihood of an imposter getting authenticated. This paper also shows how to augment two widely used biometrics systems (fingerprint and iris recognition devices) with spectral biometrics capabilities in a practical manner and without creating much overhead or inconveniencing their users. 
etry system, a high resolution picture can be used on face recognition system, etc.
３．MULTI -FACTOR AUTHENTI-CATION
A multi-factor authentication method, on the other hand, relies on either multiple biometrics or, biometrics in conjunction with smart cards and PINs in order to reduce the likelihood of an imposter being authenticated.
Use of Spectroscopic Techniques
Spectroscopy refers to a method of examining mat- 
Skin Morphology
Skin is a complex biological structure made of different layers with distinct morphologies and optical properties. Conventionally, it is described by dividing it into two major layers. The inner layer, or the dermis, is between 1 to 4 mm thick and consists mainly of connective tissue composed of collagen fibers.
Other dermal structures include nerves, blood vessels, lymph vessels, muscles, and gland units. The outer layer, the epidermis, is typically 40-μm thick, but it can be much thicker on load-bearing areas such as palms and soles.
Skin Reflectance
When we look at light reflected from the skin, we 
Experiment Setup
The following optical setup, which simulates the measurement environment of commercially used optical fingerprint sensors, was used for making measurements. 
Intra-individual variations

Multi-factor Spectral Based Fingerprint Scanners
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